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Program Curriculum
Preamble:

At Pimpri Chinchwad University, we present the Bachelor of Science (Cyber Security), an Undergraduate
Program designed to equip students with a comprehensive understanding of Computer Science and Cyber
Security. As aspiring professionals in the field of computing, we acknowledge the weight of
responsibility that accompanies our education. Upholding the highest standards of integrity,
professionalism, and ethical conduct is fundamental to our academic pursuits and beyond. We embrace
the imperative of continuous learning and adaptability in an era marked by rapid technological
advancement, pledging to proactively seek new knowledge and master emerging technologies.

The BSc (Cyber Security) program curriculum is designed to provide students with the practice of
protecting computer systems, networks, and data from digital threats, such as unauthorized access, data
breaches, malware, and other cyber-attacks.

Overall, an BSc (Cyber Security) program aims to provide students with a well-rounded education that
prepares them for a successful career in the IT industry and for further academic pursuits.

Vision and Mission of Program:

Vision:
Explore the different horizons in the field of Cyber Security, digital threats, data breaches and Cyber-attacks.

Mission:
Develop a strong foundation in computer science and information technology. Cultivate smart and ethical

cybersecurity professionals and entrepreneurs globally.

Program Educational Objectives:

Here are some possible Program Educational Objectives (PEOs) for a Bachelor of Science (Cyber Security).

1. To prepare youth to take up positions as Secure software designers and developers.

2. To aim at the development of knowledge and skills for defending and developing secure software
systems.

3. To prepare students with social interaction skills, communication skills, life skills, entrepreneurial

skills, and research skills which are necessary for career growth and for leading a quality life.
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Program Qutcome

Here are some possible Program Outcomes (POs) for a Bachelor of Science (Cyber Security) program: -

PO 1: Develop Core Competencies: The program aims to develop the core competencies required for a
career in computer science and Cyber Security.

PO 2: Develop Practical Cybersecurity Skills: The program focuses on equipping students with practical
skills required for securing computer systems and networks.

PO 3: Analyze and Mitigate Security Risks: The program emphasizes the importance of risk management
and equips students with the knowledge to make informed decisions regarding security measures.

PO 4: Foster Ethical and Professional Practices: The program instills ethical and professional values in
students, emphasizing the importance of integrity, privacy, and responsible use of cybersecurity knowledge
and skills.

PO 5: Promote Critical Thinking and Problem-Solving Abilities: The program aims to develop students’
analytical and problem-solving skills in the context of cybersecurity.

PO 6: Collaborate and Communicate Effectively: The program emphasizes the importance of teamwork
and effective communication skills. These skills are essential for working effectively in multidisciplinary
cybersecurity teams and conveying complex concepts to various stakeholders.

PO 7: Stay Updated with Emerging Technologies and Trends: The program aims to keep students abreast
of the rapidly evolving field of cybersecurity. They are encouraged to stay updated with emerging
technologies, trends, and research advancements in cybersecurity.

PO 8: Establishing strategies in developing and implementing ideas in multi- disciplinary environments
using computing, cyber security and management skills as a member or leader in a team.

PO 9: Contribute to progressive community and society in comprehending different cyber security
activities.

PO 10: Gain confidence for self and continuous learning to improve knowledge and competence as a
member or leader of a team.

PO11: Communication Skills: Express thoughts and ideas effectively in writing and orally; communicate
with others using appropriate medium; demonstrate the ability to listen carefully, read and write
analytically, and present complex information in a clear and concise manner to different groups.

PO12: Self-directed and Life-long Learning: Acquire the ability to engage in independent and life-long
learning in the broadest context of socio-technological changes to identify and detect Cyber Vulnerabilities

and resolve new Cyber Threats.
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Program Specific Qutcomes

On successful completion of the programme, the graduates of Bachelor of Science (Cyber

Security) programme will be able to:

PSO1: -Resolve security issues in computer networks and maintenance of Cyber Security systems to

secure an IT infrastructure.

PSO2: -Provide Security Based Solutions with to solve real life problems like malware,

phishing, spamming and other Cyber Threats, related to Cyber Security.
PSO3: -Design, Implement, and Monitor-Cyber Security Mechanisms, to ensure the protection of

Information Technology Assets through Advanced Penetration Testing and Reverse Engineering to get to

know the perspective of Cyber Criminals.
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Sr. No. Content Pg. No.
l. Curriculum Framework 10
2. Course Code Nomenclature 12-15
3. Program Structure 16-24
4. Course Details-Semester - 1
I. [Programming Concepts Using C Language 26-27
II. {Programming Concepts Using C Language Lab 28-31
III. |Data Communication and Networking 32-33
IV. |Data Communication and Networking Lab. 34-36
V. |Introduction to Cyber Security 37-38
VI. |Basic Mathematics 39-40
VII. |Fundamentals of Computer Architecture 41-42
VIII |UHV- I: Professional Ethics 45-47
IX. [IKS: Concepts and Application in Science 48-49
X. |OPEN ELECTIVE-I: Introduction to IoT 50-51
XI. |OPEN ELECTIVE-I: Introduction to Digital Electronics 52-53
XII. \MOOC I-Programming with a Purpose
5. Course Details: Semester - II
I. |[Programming using Advanced C 54-55
II. |Programming using Advanced C lab 56-58
III. |Unix & Shell Programming 59-60
IV. |Unix & Shell Programming Lab 61-63
V. |Foundation of Cryptography 66-67
VI. |Discrete Mathematics 68-69
VII. |IKS: Concepts and Application in Science 70-71
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VIII. |UHV-I-: Professional Ethics 72-73
IX. |OPEN ELECTIVE-IIL: Cyber Laws 74-75
X. |OPEN ELECTIVE-II: E-Commerce 76-77
XI. I[MOOC I: Fundamental of Digital Marketing and E-Commerce
XII. IMOOC II: Privacy Law and Data Protection
6. Course Details: Semester - I1I
I. |Design Analysis of Algorithm 79-80
II. |{Design Analysis of Algorithm Lab 81-82
III. |Web Application Security 83-84
IV. |Web Application Security Lab 85-87
V. |MAJOR ELECTIVE-I: Operating System Security 88-89
VI. |MAJOR ELECTIVE-I: Firewall and VPN Security 90-91
VIIL |Statistical Techniques 94-95
VIIL. |UHV-II: Understanding Harmony 96-98
IX. |COI: Constitution of India 99-100
X. |OPEN ELECTIVE-III: Foundation of Big data 101-102
XI. |OPEN ELECTIVE-III: Introduction to Digital Image Processing 103-104
XII. |[MOOC I: Introduction to Web Technology
XIII |Foreign Language-I: German 105-106
XIV |Foreign Language-1: Japanese 107-108
7 Course Details: Semester - IV
I. |Operating Systems - Linux 110-111
II. |Operating Systems Lab 112-113
III. [Mobile Security 114-115
IV. |Mobile Security Lab 116-118
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V. |[MAJOR ELECTIVE-II: Cyber laws & Security Policies 119-120
VI. [IMAJOR ELECTIVE-II: Cyber Threat Intelligence 121-122
VII |COI: Constitution of India 127-128

VIII |Open Elective — IV- Search Engine Optimization 132-133

IX |Open Elective — IV- Introduction to WordPress 134-135

X |MOOC I: Certified Information Systems Security Professional

Specialization
XI IMOOC II: IT Support Professional Certificate
XII. |Foreign Language-II: Japanese 136-137
XIII. |Foreign Language-I: German 138-139
XIV. |Exit Policy-UG CERTIFICATE
XV. |Exit Policy-UG DIPLOMA
8 |Course Details: Semester - V
1. [Ethical Hacking 145-146

1L Ethical Hacking Lab 147-149
III. [Malware Analysis & Reverse Engineering 150-151
IV. |Malware Analysis & Reverse Engineering Lab 152-155

v. |MAJOR ELECTIVE-I: Cyberspace Operations and Design 159-160
vI. |MAJOR ELECTIVE-I: Secure Software Design and Development 161-163
VII |Applied Cryptography 156-158

VIII Minor IV

IX Mini Project Using BlockChain / Python

X |ACALR301/ACEVS301

X1 Foreign Language - I11I-German
xqp [Foreign Language - Ill-Japanese

XII MOOC I-Security in Wireless Ad hoc Network 164-165
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9 | Course Details: Semester — VI (SCHEME — A & B)

I BlockChain Technology 167-169
I EVS: Environmental Studies / ALR: Aptitude & Logical Reasoning
11 Minor -V
V. Industrial Training / Internship / Seminar/ Research Internship
V. | MOOC I -Research Methodologies and Techniques 170-171
VI. | MOOC II-Mobile Forensic 172-173
10 | Course Details: Semester — VII
L Vulnerability Assessment & Penetration Testing 178-179
I Vulnerability Assessment & Penetration Testing Lab 180-182
1L Python Programming 183-184
V. Python Programming Lab 185-188
V. | Alin Cyber Security 189-190
VI Security in Wireless Ad Hoc Networks 191-192
VII | Mini Project Using Penetration Testing/Reverse Engineering
VIII | Cyber Crime 193-194
IX Threat Investigation 195-196
X Foreign Language - III-German
XI Foreign Language - I1I-Japanese
11 | Course Details: Semester — VIII
L. | Google Cyber Security Professional Certificate 197-198
I1. Security Analyst Fundamentals Specialization 199:200
I Major Project/ Research Project / Internship
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CURRICULUM FRAMEWORK

Sr. No. Type of course Abbreviations
1 Major MAJ
2 Elective (Minor Stream/Vocational/Program Specific) MIN
3 Open Electives OE
4 Ability Enhancement Courses AEC
5 Skill Enhancement Courses SEC
6 Vocational Skill Course VSC
T Summer Internship/ On Job Training oJT
8 Project PROJ
9 Field Project FpP
10 Indian Knowledge System IKS
11 Co-Curricular ccC
12 Community Engagement Program CEP
13 Value Education Course VEC
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Total Credits
Sr. No. Type of course No. of
Courses No %
1 Major 33 79 49
) Elect.ive (Minor Stream/Vocational/Program 5 10 6
Specific)
3 Open Electives 4 8 5
4 Ability Enhancement Courses 3 - -
5 Skill Enhancement Courses 6 18 11
6 Vocational Skill Course 6 13 8
7 Summer Internship/On Job Training/Project 2 4 3
8 Field Project 2 26 16
9 Indian Knowledge System 1 - -
10 Value Education Course (Audit Courses) 8 2 1
Total 70 160 100

CREDIT DISTRIBUTION: SEMESTER WISE

Sr. No. of Credits/Semester
Type of course Total
No. ez 3 | 4| 5| 6] 7 8
1 Major 13 12 13 14 11 3 10 3 79
5 Elective (Minor 5 5 5 5 5 10
Stream/Vocational/Program Specific) } ) )
3 |Open Electives 2 2 2 2 - - - -
4 | Ability Enhancement Courses - - - - - - - -
5  |Skill Enhancement Courses 5 2 3 2 3 - 3 - 18
6 | Vocational Skill Course - 2 - - 2 3 3 3 13
Summer Internship/On Job
? Training/Project ) ) ) i . ) 2 ) 4
8 |Field Project - - - - - 12 - 14 26
9 |Indian Knowledge System AC
Value Education Course
10 (Audit Courses) ) ) ) ) . . 2 ) 2
Total 20 | 20 20 20 | 20 20 20 20 160
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Course Code Nomenclature

COURSE
COURSE CODE COURSE NAME TYPE
UBS101 Programming Concepts Using C Language MAIM
UBS102 Programming Concepts Using C Language Lab MAIM
UBS103 Data Communication and Networking MAIM
UBS104 Data Communication and Networking Lab. MAJM
UBS105 Introduction to Cyber Security SEC
UBS106 Basic Mathematics BSC
UBS107 Fundamentals of Computer Architecture SEC
UEG101 Applied Communication AEC
ACUHV101 UHV- I: Professional Ethics AC
ACIKSSS101  |IKS: Concepts and Application in Science AC
UBS108A OPEN ELECTIVE-I: Introduction to IoT OE
UBS108B OPEN ELECTIVE-I: Introduction to Digital Electronics OE
SEMESTER-II
UBS109 Programming using Advanced C MAIM
UBSI110 Programming using Advanced C lab MAIM
UBSI111 Unix & Shell Programming MAJM
UBSI112 Unix & Shell Programming Lab MAIM
UBSI114 Foundation of Cryptography VSC
UBSI115 Discrete Mathematics BSC
ACIKSSS101  [IKS: Concepts and Application in Science AC
ACUHV101 UHV-I: Professional Ethics AC
UBS116A OPEN ELECTIVE-II: Cyber Laws OE
UBS116B OPEN ELECTIVE-II: e-Commerce OE
UBSM102 Fundamental of Digital Marketing and E-Commerce MOOC
UBSM103 Privacy Law and Data Protection MOOC
UCEXBS101 VSC: Cyber Defense VSC
UCEXBS102 VSC: Project VSC
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SEMESTER-III
UBS201 Design Analysis of Algorithm MAIM
UBS202 Design Analysis of Algorithm Lab MAIM
UBS203 Web Application Security MAIM
UBS204 Web Application Security Lab MAIM
UBS205A MAJOR ELECTIVE-I: Operating System Security MAIJE
UBS205B MAJOR ELECTIVE-I: Firewall and VPN Security MAIJE
UBS207 Statistical Techniques BSC
ACUHV201 UHV-II: Understanding Harmony AC
ACCOI201 COLI: Constitution of India AC
UBS208A OPEN ELECTIVE-III: Foundation of Big data OE
UBS208B OPEN ELECTIVE-III: Introduction to Digital Image Processing OE
UFL201A Foreign Language-I:rman AEC
Ge
UFL201B Foreign Language-I: Japanese AEC
SEMESTER-IV
UBS209 Operating Systems - Linux MAIM
UBS210 Operating Systems Lab MAJM
UBS211 Mobile Security MAIM
UBS212 Mobile Security Lab MAIM
UBS213A MAIJOR ELECTIVE-II: Cyber laws & Security Policies MAIJE
UBS213B MAIJOR ELECTIVE-II: Cyber Threat Intelligence MAIJE
UBS214 Data Privacy SEC
UBS215 Groups and Codings BSC
UBS216A OPEN ELECTIVE-IV: Search Engine Optimization OE
UBS216B OPEN ELECTIVE-IV: Introduction to WordPress OE
ACCO1201 COI: Constitution of India AC
ACUHV201 UHV-II: Understanding Harmony AC
UFL202A Foreign Language-II: Japanese AEC
UFL202B Foreign Language-II: German AEC
UDIEXBS201 |VSC: Cyber Crime Investigation and Digital Forensics VSC
UDIEXBS202 |Project VSC
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SEMESTER-V

UBS301

Ethical Hacking MAIM
UBS302 Ethical Hacking Lab MAIM
UBS303 Malware Analysis & Reverse Engineering MAIJM
UBS304 Malware Analysis & Reverse Engineering Lab MAIM
UBS305A MAJOR ELECTIVE-I: Cyberspace Operations and Design MAIJE
UBS305B MAJOR ELECTIVE-I: Secure Software Design and Development MAIJE
UBS306 Applied Cryptography BSC
MIN Minor IV
UBS307 Mini Project Using Blockchain / Python PROJ
AC
ACALR301/ACEVS | ACALR301/ACEVS301
301
UFL301A Foreign Language - [1I-German AEC
UFL301B Foreign Language - I1I-Japanese AEC
UBSM107 Security in Wireless Ad hoc Network MOOC
SEMESTER-VI
(SCHEME - A)
UBS308 BlockChain Technology MAIM
ACEVS301/ACALR |EVS: Environmental Studies / AC
301 ALR: Aptitude & Logical Reasoning
UETCS105 Minor -V MIN
UBS310 Industrial Training / Internship / Seminar/ Research Internship FP
UBSM109 Research Methodologies and Techniques MOOC
UBSM110 Mobile Forensic MOOC
SEMESTER-VI
(SCHEME - B)
UBS308 BlockChain Technology MAJM
(MOOC)
ACEVS301/ EVS: Environmental Studies / AC
ACALR301 ALR: Aptitude & Logical Reasoning
UETCS105 Minor —V MIN
UBS310 Industrial Training / Internship / Seminar/ Research Internship FP
UBSM109 Research Methodologies and Techniques MOOC
UBSM110 Mobile Forensic MOOC
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SEMESTER-VII
UBS401 Vulnerability Assessment & Penetration Testing MAIM
UBS402 Vulnerability Assessment & Penetration Testing Lab MAJM
UBS403 Python Programming MAJM
UBS404 Python Programming Lab MAJM
UBS405 Al in Cyber Security BSC
UBS406 Security in Wireless Ad Hoc Networks VSC
UBS407 Mini Project Using Penetration Testing/Reverse Engineering PROJ
UBSM111 Cyber Crime MOOC
UBSM112 Threat Investigation MOOC
UFL401A Foreign Language-III-German AEC
UFL401B Foreign Language-Ill-Japanese AEC
SEMESTER-VIII
UBSM113 Google Cyber Security Professional MOOC
UBSM114 Security Analyst Fundamentals Specialization MOOC
UBSM408 Major Project/Research Project/Internship FP
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PIMPRI CHINCHWAD UNIVERSITY, PUNE, MAHARASHTRA
PROGRAM STRUCTURE
SCHOOL OF COMPPUTER APPLICATIONS
BACHELOR OF COMPUTER SCIENCE-CYBER SECURITY (B.Sc.-CS) Revised 2024 PATTERN
(Effective from the Academic Year (2024 - 2025)
SEMESTER 1
[ [ | | [ | I
COURSE COURSE ‘ TEACHING SCHEME ASSESSMENT SCHEME
: oy COURSE NAME
i i TH| PR TH| ERE HRS CIA |ESA ERG TOTAL
T | DIT i ’ R
UBSI101 NiagRe  (EEOErmmG Cotiepty g« |=| 3 3 40 | 60 100
Using C Language
UBS102 MAJIM Programming Concepts Using ) 2 ) 1 4 25 25 50
C Language Lab
UBS103 MATKE  [R e Commn Eaton dnd S|« |=| B 3 40 | 60 100
Networking
UBS104 MAIN  [DAECommmcationand -2 -] 1 4 25 25 | 50
Networking Lab.
UBS105 spE;  [Leodnenonto Cyber 2| - | -] 2 2 20 | 30 50
Security
UBS106 BSC Basic Mathematics 3] - - 3 3 40 | 60 100
UBS107 sgg |PudamenblsofCompdier (g ) . [« | 3 3 40 | 60 100
Architecture
UEGI101 AEC Applied Communication 2| - - - 2 50 50
ACUHV101 / UHYV - I: Professional Ethics /
AC IKS: Concepts and 2| - - - 2 50 50
ACIKSSS101 SRR ;
Application in Science
UBS108 OE Open Elective - | 20 - | - 2 2 20 | 30 50
Programming with a
UBSMI101 MOOC Purpose(MOOC) 20 - | - 2 2 25 | 25 - 50
TOTAL 200 4 [0 20 28 375]1325] 50 750
UBS108 OPEN ELECTIVE - [
UBSI108A OE Introduction to IoT 2 - - 2 2 20 | 30 50
UBS108B OF lntroducpon to Digital 5 |- ) 5 ) 20 | 30 50
Electronics
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SEMESTER 11
s v y ASSESSMENT
COURSE |[COURSE e i s SCHEME
5 COURSE NAME -

COpE Ll TH|PR | ERE HRS | |CIA [ESA i TOTAL
T | DIT N oR :
UBS109 MAIJM  [Programming using Advanced C 3] - - 3 3 40 | 60 100
UBSI10 MAJM  |Programming using Advanced Clab | - | | - 1 2 25 25 50
UBSI11 MAJM  [Unix & Shell Programming 3 (- - 3 3 40 | 60 100
UBSI112 MAIM  |Unix & Shell Programming Lab -1 - 1 2 25 25 50
UBSI114 VSC Foundation of Cryptography 2 (- - 2 - 20 | 30 50
UBSI115 BSC Discrete Mathematics - - 2 20 | 30 50
MIN Minor I - - 2 20 | 30 50

ACIKSSS101/ IKS: Concepts and Application in
ACUHV101 AC Science / 2 - - - 2 50 50
UHYV - I: Professional Ethics
UBSI116 OE Open Elective — II 2| - - 2 2 20 | 30 50
UBSM102 MOOC Fundamental of Digital Marketing 5 |- ) ) 5 25 | 25 50
and E-Commerce
UBSM103 MOOC  |Privacy Law and Data Protection 201 -1 - 2 2 25 | 25 - 50
TOTAL 20 2 0 20 22 310 (290 | 50 650
UBS116 OPEN ELECTIVE -~ 11

UBSI16A OE Cyber Laws 2| - - 2 20 | 30 50
UBS116B OE E-Commerce 2| - - 2 20 | 30 50

Exit Policy: UG Certificate in B.Sc. (Cyber Security): A Students who opt to exit after completion of the first year and
have scored the required credits offered by the school in the program structure will be awarded a UG certificate in B.Sc.
(Cyber Security), provided they must earn additional credits during the summer vacation of the first year.

TEACHING SCHEME ASSESSMENT SCHEME
COURSE COURSE COURSE —
CODE TYPE NAME TH | PR | TUT | CREDIT |Hrs. CIA | ESA | & | TOTAL
Cyber Crime
Investigation
UCEXBS101 VSC and Digital 2 - - 2 2 50 - - 50
Forensics/
MOOC
UCEXBS102 VSC Project - 2 - 2 4 - - 50 50

“Project- In-house/ Sponsored/ Case Study/ Fieldwork

PCET’s PCU/School of Computer Application/B.Sc(Cyber Security)/Revised 2024 Pattern
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BACHELOR OF COMPUTER SCIENCE-CYBER SECURITY (B.Sc.-CS) Revised 2024 PATTERN

Effective from the Academic Year (2024 - 2025)

SEMESTER III

COURSE | COURSE LY TEACHING SCHEME ASSESSMENT SCHEME
i ¥ . TH | PR |TUT| ;.- | HRS| | CIA | ESA TOTAL
DIT OR
UBS201 MAIJM |Design Analysis of Algorithm 3 - - 3 3 40 | 60 100
UBS202 MAIJM [Design Analysis of Algorithm Lab - 1 - 1 2 25 25 50
UBS203 MAIJM |Web Application Security 3 - B 3 3 40 | 60 100
UBS204 MAJM |Web Application Security Lab - 1 - 1 2 25 25 50
UBS205 MAIJE |Major Elective — 1 - - - 3 3 40 | 60 100
UBS207 BSC |Statistical Techniques 2 - - 2 2 20 | 30 50
ACLENVZ0 UHV-II: Understanding Harmony /
1/ AC COI: Constitution of Indi 2 - - - 2 50 50
ACCOI201 : Constitution of India
MIN  [Minor II 2 - - 2 2 20 | 30 50
UBS208 OE Open Elective — 111 2 - - 2 2 20 | 30 50
UFL201 AEC  |Foreign Language — I 2 - - - 2 50 50
UBSM104 | MOOC |Introduction to Web Technology 3 - - 3 3 50 | 50 100
TOTAL 19 2 0 20 26 370 [ 320 | 50 | 750
UBS205 MAJOR ELECTIVE -1
UBS205A | MAIJE |Operating System Security 3 - - 3 3 40 | 60 100
UBS205B MAIJE |Firewall And VPN Security 3 - - 3 3 40 | 60 100
UBS208 OPEN ELECTIVE - 111
UBS208A OE Foundation of Big data 2 - - 2 2 20 | 30 50
UBS208B OF lntroduc;tlon to Digital Image > ) ) > ’ 20 30 50
Processing
UFL201 FOREIGN LANGUAGE -1
UFL201A AEC |Foreign Language-I: German 2 - - - 2 50 50
UFL201B AEC |Foreign Language-I: Japanese 2 - - - 2 50 50

PCET’s PCU/School of Computer Application/B.Sc(Cyber Security)/Revised 2024 Pattern
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SEMESTER 1V
’ e ASSESSMENT
COURSE COURSE . e —————— SCHEME
CODE TYPE ERRE T CRrE T Tocs] PR [
TH [PR|TUT DIT HRS | |CIA |ESA OR TOTAL

UBS209 MAJM _ |Operating Systems - Linux 3 |- - 3 3 40 | 60 100
UBS210 MAJM  |Operating Systems Lab - 1 - 1 2 25 25 50
UBS211 MAIJM  |Mobile Security 3 1-| - 3 3 40 | 60 100
UBS212 MAJM [Mobile Security Lab - |1 - 1 2 25 25 50
UBS213 MAJE  |Major Elective — 11 3 (-] - 3 3 40 | 60 100
MIN Minor 111 2 - - 2 2 20 | 30 50

ACCOI201/ COI: Constitution of India /

ACUHV201 AC " |UHV-IL: Understanding Harmony | 2 | = | - - & (] =8 %
UBS214 OE Open Elective — IV 2 - - 2 2 20 ] 30 50
UFL202 AEC Foreign Language — 11 2 | - - - 2 50 50

Certified Information Systems
UBSM105 MOOC  |[Security Professional 2 |- - 2 2 25 | 25 50
Specialization
uBsMios | Mooc [LTSupportFrofessional g | o] 3 3 [[s0o]s0] - | 100
Certificate
TOTAL 22 | 2 0 20 26 385|315 50 750
UBS213 MAJOR ELECTIVE - 11
UBS213A | MAIJE |Cyber laws & Security Policies 3| - - 3 3 40 60 100
UBS213B | MAJE |[Cyber Threat Intelligence 3] - - 3 3 40 60 100
UBS216 OPEN ELECTIVE - IV
UBS214A OE  |Search Engine Optimization 2| - - 2 2 20 30 50
UBS214B OE Introduction to WordPress 2| - - 2 2 20 30 50
UFL202 FOREIGN LANGUAGE - 11
UFL202A | AEC |Foreign Language-II: Japanese 2 | - - - 2 50 50
UFL202B | AEC |Foreign Language-II: German 2 | - - - 2 50 50

Exit Policy: UG Diploma in B.Sc. (Cyber Security): A Students who opt to exit after completion of the second
year and have scored the required credits offered by the school in the program structure will be awarded a UG diploma in
B.Sc. (Cyber Security), provided they must earn additional credits during the summer vacation of the second year.

TEACHING SCHEME ASSESSMENT SCHEME
COURSE COURSE |COURSE —
CODE TYPE NAME TH | PR | TUT | CREDIT |Hrs. CIA | ESA | o | TOTAL
Cyber
UDIEXBS201| VSC |- ooc | 2 . . 2 2 . - |50 50
UDIEXBS202| VSC  |Project - 4 £ 4 8 50 - |50 100

“Project- In-house/ Sponsored/ Case Study/ Fieldwork
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SEMESTER V
COURSE COURSE i At TEACHING SCHEME ASSESSMENT SCHEME
CODE TYPE Sem ek S THIPR TU |CREDIT | HR CI | ES | PR/O |TOTAL
T S A A R
UBS301 MAJM  |Ethical Hacking 31 -1 - 3 3 40 | 60 100
UBS302 MAJM  |Ethical Hacking Lab. -1 1] - 1 2 25 25 50
UBS303 | MajM |Malware Analysis & 3|1 - 3 |3]|l40]60 100
Reverse Engineering
UBS304 giagy  (Malwasiaalysisi «| 1] = 1 2 (|25 25 | 50
Reverse Engineering Lab
UBS305 MAIJE Major Elective - 11 3 -1 - 3 3 40 | 60 100
UBS306 SEC Applied Cryptography 3 -1 - 3 3 40 | 60 100
MIN Minor IV 20 - - 2 2 20 | 30 50
Mini Project Using
UBS307 PROJ Ethical Hacking/Reverse | - | 2 | - 2 4 25 25 50
Engineering
ACALR301 AC ALR: Aptitude &
Logical/
/ACEVS301 ReasoningEVS: 2 -1 - - 2 50 50
Environmental Studies
UFL301 AEC Foreign Language - I11 20 -1 - - 2 50 50
upsMIoy | moee [CRMBumWmelesAc (o) | | 2 2 || 2525 50
hoc Network
TOTAL 18] 41 0 20 28 | [480(295( 75 750
UBS305 MAJOR ELECTIVE - 111
UBS305A | MAIJE |Cyberspace Operations and Design 3 - |- 3|3 ||40]|60 100
UBS305B | MAIJE |Secure Software Design and Development | 3 - |- 3|3 ||40]60 100
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SEMESTER VI
SCHEME - A
COURSE COURSE i s oo TEACHING SCHEME ASSESSMENT SCHEME
CODE TYPE COURSENAME  I'TTPR]TU [CREDIT[ HR | | oy, [ES [opion [TOTAL
H T S 1A )
UBS308 MAJM  |BlockChain Technology 2 - - 2 2 20 | 30 50
ACEVS301/ AC EVS: Environmental
Studies /
ACALR301 ALR: Aptitude & 2l- |- ) 2 1129 30
Logical Reasoning
UETCS105 MIN  [Minor -V 21 -1 - 2 2 20 |30 50
Industrial Training /
UBS310 FP Internship / Seminar/ - 112 - 12 12 | ]250 250 500
Research Internship
ussMIY | Mpog [DopamerMetbdologies | 5| . | . 2 2 |25 25 | 50
and Techniques
UBSM110 MOOC |Mobile Forensic 2| - - 2 2 25 25 50
TOTAL 10112 0 20 22 11390( 60| 300 750
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SEMESTER VI
SCHEME - B
COURSE | COURSE | ounek NAME S BIVS AR IR || SRTEREITOLHEE
CODE TYPE T |TH| PR | TUT | CREDIT | HRS (‘\' ESA ”I{{'/O HOTAL
MAJM ;
UBSM111 (MOOC) BlockChain Technology | 2 | - | - 2 2 20| 30 50
ACEVS301 EVS: Environmental
/ AC Studies /

ALR: Aptitude & o 20 (E= = s 2 50| - z 50

ACALR30 Logical Reasoning

1

UETCS105 MIN Minor -V 20 - - 2 2 20| 30 - 50
Industrial Training /

UBS310 FP Internship / Seminar/ - 112 - 12 12 | 1250 250 500
Research Internship

UBSMI109 | mooc |ResearchMethodologies | 5 | 1 15 | 5 flos| L | 25 | s0
and Techniques

UBSM110 MOOC |Mobile Forensic 2| - - 2 2 25 25 50

TOTAL 10(12( 0 20 22 | |1390( 60 | 300 | 750

Note:

1. Scheme A — Regular Students (student should maintain a minimum attendance of 75%)
2. Scheme B — Students with Pre-Placement Offer (students should follow the activity schedule and report
accordingly).
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SEMESTER VII
COURSE | COURSE 9 " ; - —
J C NAME CACE > SCHEME ASSESSMENT SCHEME
CODE TYPE COURSE NAME TEACHING SCHEME ASSESSMENT SCHEME
TH|PR |TUT|CREDIT HJI CIA |ESA|PR/OR | TOTAL
uBsag | magm [Phnembiftyassessment |5 | [ L 3 | 3 (|0 | %0 100
& Penetration Testing
Vulnerability Assessment
UBa402 MaM & Penetration Testing Lab | ~ 1 ) : “ 23 22 o
UBS403 MAJM  |Python Programming 3| - - 3 3 40 | 60 100
UBS404 MAJM  [Python Programming Lab | - | 1 - 1 2 25 25 50
UBS405 SEC Al in Cyber Security 3] - - 3 3 40 | 60 100
Security in Wireless Ad
UBS406 VSC — . 30 -1 - 3 3 40 | 60 100
Mini Project Using
UBS407 PROJ Penetration -1 2 - 2 4 25 25 50
Testing/Python
UBSMI111| MOOC |[Cyber Crime 20 - | - 2 2 25 25 50
UBSM112| MOOC |[Threat Investigation -l - 2 25 25 50
UFL401 AEC Foreign Language - [V 20 -1 - - 2 50 50
TOTAL 1814 ( 0 20 26 | [ 3351240 125 700
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SEMESTER-VIII
R—— R ASSESSMENT
COURSE | COURSE | orner NAME st iz e SCHEME
COnE ¥rE TH|PR TTU SRR Hg.R CIA|ESA [PRIOR[TOTAL
Google Cyber Security
UBSMI13 MOOC Professional Certificate 31 - 3 3 50 30 100
Security Analyst
UBSM114 MOOC  |Fundamentals 31| - 3 3 50 50 100
Specialization
UBS408 pp  |MajorProject/ Rescarch | 114 | 4 |24 ||250 250 | 500
Project / Internship
TOTAL 6114 0 20 30 (1350 -- | 350 700
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B.Sc.(Cyber Security) Revised 2024 PATTERN
COURSE DETAILS

Semester - 1
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